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Using social networking as a shield In
employment law claims

Ethical considerations arising from the use
of social networking






Top 4 Social Networking Sites

eFacebook

o
0

‘MySpace
LinkedIn

eTwitter



thirds of Facebook users access their accounts during
work hours

Features personalized profiles, status updates,
messaging, e-mail, video and image sharing, group
pages and notes

Depending on account holder preferences, access may
be limited— must be a “friend”



« Users can blog, post
photos, videos and
music, message other
users, and join groups




o Approximately 300 million “tweets” sent per day

 |In November 2009, 19.37 million users visited
Twitter.

e Twitter has grown over 1200 percent since

November 2008, when the network had only 1.5
million visitors



users

Designed for professional
networking and business
oriented endeavors

Thousands of companies (or law

firms) have a presence on the
site



e According to a Reuters report in April 2009, a
study conducted by the University of Melbourne
Australia surveyed 300 workers and found that
/0 percent with internet access at work

engaged In recreational internet surfing while at
work.



Provides marketing through
publicity and name recognition

Aids In the recruiting and
screening of new employees




sites for marketing and promotion of the company’s
business, reviewing information on job applicants, etc.

According to InformationWeek, Procter & Gamble uses
Facebook to stay in touch with interns and share
Information with co-workers about company events
Citigroup’s Facebook network — exclusively for
company employees — numbers 1,870 users.






Adverse evidence at trial

Exposure of e-discovery violations
Negative publicity & embarrassment

Increased exposure for punitive damages due to perceived “willful” or
Intentional tortious conduct

Potential ethical violations from improper use of social networking
Criminal ramifications



. . .‘
\Domlnos

fllmed a prank video showing food adulteratlon
In a Domino’s kitchen and uploaded it to
YouTube. The two employees faced criminal
charges and were fired, and Domino’s had to
address a public relations nightmare where the
public perception of the company suffered
serious harm.



restaurant where she worked by name.
She was fired for violating company policy
that banned employees from speaking
disparagingly and casting the company In
bad light on a social network.



North Dal&ota

« The remaining 44 states prohibit employers from taking adverse actions
against employees for lawful conduct related to smoking, political
activities, use of legal products and other specific legal activities or
have no policy in place at all.

— First Amendment Protections

Statements which touch upon matters of public concern
generally cannot be the basis for termination




OClal Networking mere retallatdon ror engaging I
protected activity

Whistleblower Statutes (e.g., Sarbanes Oxley)

 Employees guestioning ethical or legal activities of
employer may be protected



caresr il al®sar

45 of employers use social networking sites to research job
candidates, a 22% increase over 2008

11% of employers intend to start using social networking sites
to screen job candidates

Of those employers that use social networking sites for
research, 29% use Facebook; 26% use LinkedIn; 21% use
MySpace; 11% search blogs and 7% use Twitter



claim

If inappropriate comments are posted about an
employee, employer may face discrimination claim



plaintiff may claim decision was based on his
protected status



“Match.com” to meet women. He showed her his
personal ad and encouraged her to use Match.com
“so that she could have sex like he did.” He also
submitted Miller's name to Match.com. When Miller
asked for a copy of the company's Sexual
Harassment Policy, she was fired. She then sued,
alleging sexual harassment and retaliation.



In practice, the company does not monitor employee’s
Internet activity

The company does not have a social networking policy



HR manager Polly speaks with Lance, and he insists
that any sexual advances were initiated by Sally






OIropatoriary period 101 UpP, Slrie W e EITT1IN o
without any further warning if it happens again.






Would it have been okay If Sally had posted
ner comments after work?

DId the company have the right to look at her
—acebook page without her permission?




* Prior to beginning employment with the city, Marshall
switched her MySpace account to “private” so that only
designated “friends” could view her pictures in the
private section of her account



Marshall posing bare-shouldered.

The other photo revealed her backside. She titled that
picture, “I model too — this is from like my second

shoot!”



The department’s public iInformation officer
was able to view Marshall’s photos, as her
account was not set to private at that point.
He passed the photos along to his
superiors.



Fire personnel without authorization. At Savannah Fire we work at
having a positive image, and we want to be viewed as a
professional, competent department with outstanding members. We
don’t want to be viewed as the fire department with female
firefighters wrapped in towels.”



offenses.

The department argued she was the only one
disciplined because it had not been aware of other
employees’ photos.

WHAT OUTCOME?



Takeaway: Even though the employer

prevailed, this case demonstrates the sensitive
nature and risk of exploring some employees’
personal postings and not others.






uing over being labeled damage
goods after losing their jobs

Employers facing mounting pressure
 How to treat departing employees
 How to explain departures



Holding -- judgment for plaintiff

On appeal 1 st circuit reversed and remanded: A true
statement can be subject to a libel lawsuit if it was said with
actual malice — remanded case to district court for trial

On remand: Jury found no malice on the part of Staples and
returned a verdict in the company's favor






email account (even though sent via the
employer’'s computer) were protected by the
attorney/client privilege

 The employer’s handbook purported to
transform private emails into company property



offended when an employer examines documents
stored on a computer as when an employer rifles
through a folder containing an employee’s private
papers, or reaches in and examines the contents of
an employee’s pockets






these emails and giving plaintiff the right to seek a
ruling from a judge about them.



leutenant In charge or monitoring pager use to
officers he would not read their texts. Informal
policy was that, If there was an overage, the
employee would pay for the overage and there
would be no further review of employee’s pager.




exceeded his monthly allotment and that many of his
messages were personal in nature and often sexually
explicit

Quon sued for invasion of privacy
WHAT RESULT?



communication via e-mails, text messages, and other
means opens a new frontier in Fourth Amendment
jurisprudence that has been little explored.”



users’ expectation of privacy, as this is necessarily a
context-sensitive inquiry.”

The defendants appealed, and the Supreme Court of the
United States agreed to hear the case April 19, 2010



to the professionalism clause in the school’s honor code
— Nurse sued school for violating her right to free speech

— Court ordered the reinstatement of a nursing school student



In September, 2009, NYT reported two employees of the
University of New Mexico hospital were fired for posting on
MySpace photos of patients receiving treatment at the
hospital. Photos were taken with cell phone cameras.
Patients could not be identified — photos did not show
identifying features, but employees were fired for violating
hospital policy against use of cell phone cameras in patient
areas.



As part of my mother-baby clinic§09% of the time clinicals are a waste of my time)was assigned to find a pregnant moth
and follow her around. I didn't look far. If you have ewearked a 12-hour shift in the hospital, you'd know that 50%wides there are a
various stages of pregnancy. People say that there'stsogniet the water. | say it's the shift - basically, sloeks 3 days and has 4 days
do everything else, including getting knocked up. That's how $@prised with my own Creep - | was working nights inEfe Never
thought I'd have one, but there ya go. If your wife is tiléersend her to work at the hospital, she'll come battk twiplets.

Anyway, | found my mom fairly easy - | just came to worklaonfronted one of the ladi€3.00d thing that it was her third

pregnancy - and she had no problem with me being stuckther like a tick to an a**, so | cordially invited myself to
observe the glorious moment of The Popping.

Now, let's bust some myths.

1. "Pregnant women are beautiful"

No. Hell - no. Beautiful pregnant women are beautiful, or more like, only slighy distorted with the belly (as
was the case with my "mom"). Otherwise, pregnancy makean ok-looking woman ugly, and an ugly womanr-
f*xg horrifying.

2. "You're all glowing"
Oh really? Is that all the sweat from having to lug Beelbs?

3. "Babies are God's little miracles"

| gotta admit, there is something freakishly fascinatiith the fact that one bunch of coiled protein growailaforms an army, and attac
another bunch of coiled protein (which gets released bylsidgom a whole lot of proteins and waits patientha isoft bed of all sorts of
other proteins), then 23 + 23 becomes 46, immediately getsniteéer whether it's an XX or XY, or XXY or XYY, or sometarded

XXXY ... anyway, it's an amazing process. But IMHO these 'miraclesire demons sent to us from h*ll to torture
us for the whole eternity.

4., "Children are such joy!"
Someone referred to having kids as like being pecked t@dth by chickens. I'll say that it's more like being
ripped apart by rabid monkeys.

Excerpt From Student’s

MySpace Blog Entry




therefore it falls outside the purview of the Honor Code.
Yoder did not post the Blog as a representative of the
School of Nursing.”







Securities Laws

o SEC Rule 10b-5 prohibits any act or omission that results in fraud
or deceit in connection with the purchase or sale of any security.

Privacy Laws

 Employers are required to implement safeguards to protect the
personal information of their employees.




Generally, there Is no problem with doing this

« However, employers may open themselves up to
potential liability depending on how the information
IS gathered and used









2SSl DEPOSITION:

SIDAUEINY Q: Did you ever do anything to
Sexual A suggest that you liked my
Worker i client or wanted to have a
VIl and relationship with him?

Dkl A: Well, 1 did e-mail him a

claimed photos of myself. | was
wearing a “Jumpsuit

;?;ii;}s( Thing” but it did not show

no particulars
assault ¢

broke up
to move

Defense Verdict In 20 Minutes




networking pages.

Consider having a person who is not involved with the
hiring decision conduct the research and filter out any
legally protected information before giving the ultimate
decision-maker the information.



The Company retains the right to monitor the ingractivity of all
employees. To that end, all employees with profifeBacebook,
MySpace, Twitter, or LinkedIn must either makerthage(s) public or
allow a company representative unrestricted ac¢ess, “friend” the
representative on Facebook). The Company reseineesght to amend
this policy to include additional sites.



She is upset about the new policy and asks for
an exception due to the limited purpose for
which she uses Facebook

Should the Company make an exception for Jane?



Does the policy need to inform employees of what is not
appropriate to post on their profiles?

What should the punishment be for maintaining prohibited
pictures or information on an employee’s site?

Does this policy create any other issues?



 Well drafted electronic communications policy



make sure policy reflects it



« Don't harass co-workers
* Don’t convey/publish defamatory or obscene content

e Guidelines: You should do this.
Examples:

* Be polite
* Think before you post
« Use common sense



o Use of equipment/access is for the purpose of
conducting company business (personal use
should be minimal)

« Company reserves right to monitor employee
Internet use and communications



« Employee Iinternet/e-mail use should not interrere wi
performance of employee’s responsibilities

 Violation of rules regarding proper use of internet/e-malil
result in discipline up to termination



secret Information 1s o1t HmiIts

Require disclaimers from employees on personal
blogs and websites

Require employee postings to comply with company
policies

Inform employees of consequences of violations
Apply consistently and fairly



« Harms the employer’s business interests



computer is company property

 The employees have no expectation of privacy when
using the company’s computer

 The company reserves the right to access the computer
at any time
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